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Introduction

The document complement the “Online Education for

the Junior School: A Guide for Pupils and Parents” which
outlines the application and expectations for online learning.
Its goal is to address the potential safeguarding concerns that
online learning may raise, and to ensure these have been
adequately considered and addressed.

Note that pupils, parents and staff will have all signed the
relevant policies for safeguarding and acceptable use of ICT,
data and video conferencing.
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Oversight of Safeguarding during
online education

Safeguarding risks may arise due to lack of confidence in using specific
technical tools by staff and/or pupils.

For simplicity, security and oversight, the main platform for all Junior School
lessons, homework, marking and feedback including streaming live lessons
will be Google Classroom and the Google for Workspace Suite of products
associated with it. As detailed in the Technology concerns section, Google for
Workspace provides a very secure platform and infrastructure.

« Most staff are familiar or very familiar with it and there will be regular
training for those that require it.

« Most pupils have been exposed to Google for Workspace. Subject
teachers will be the first point of call to ensure pupils understand the
functionality.

* Itis the responsibility of staff to ensure the suitability of any online
resources that they direct pupils to outside of Google for Workspace.

Safeguarding risks may arise due to lack of clarity for who has
safeguarding responsibility whilst working online.

Successful online education requires the cooperation of the whole school
community, both staff, pupils and parents. To ensure a consistent and
clearly communicated approach is provided to all, key members of the staff
have overall responsibility for its oversight.
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Simon Mills - Headmaster
Matthew Aston - Head of Junior School
Alexander Larionov — Director of IT

Maintenance of digital tools and services through oversight and
support of IT personnel: itsupport@haileyburyalmaty.kz

Teaching Staff
Support use of digital tools in a safe and pedagogically-sound manner.

Development, delivery and feedback of curricular outcomes.

What provisions are there in place to ensure continuous safequarding
oversight in the event of absence/illness and have these been adequately
and clearly communicated to staff?

All safeguarding in the Junior School comes under the oversight of the
Class Teacher.

Incidents are reported using My Concern which is a reports software
system which will remain fully functional and the Headmaster and the
Head of Junior together with the DSL and DDSL will remain available as
much as possible throughout online learning.

Are arrangements for online education developed by individual
departments / teachers or school-wide?

The expectations and guidelines are approved by the Junior School Senior
Leadership Team (SLT) and are school wide. The Google Workspace for
Education Suite platform is common to all Year Groups and to all pupils.

Junior School Class Teachers have developed their own teaching and
learning strategies based on their professional judgment given the age of
the pupils and the subject specific content or demands.
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Are current school policies sufficient or is further guidance required? If
new documentation is being developed, has this been adequately
communicated to staff?

This document and the “Online Education for the Junior School: A Guide
for Pupils and Parents” have been written along with the video
conferencing guidelines to assist and enhance the existing policies for
Acceptable Use of ICT and e-Safety.

These will be circulated to staff, pupils and parents, and are live documents
which will be updated as necessary.
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Training & Support

Do teachers need to be trained in?

The use of new software, platforms etc.;

Potential safeguarding issues in remote teaching and appropriate
responses;

Reporting safeguarding issues encountered in remote teaching;

Checking the suitability of any online source that they recommend?

The deliberate decision to concentrate the teaching and learning for online
education on the Google Workspace for Education Suite platform ensures
that:

Users have some experience in using it.

We can concentrate our training on a small number of common
applications.

We avoid raising safeguarding concerns by introducing a large number of
new platforms or applications at the same time.

Google Meet for video conferencing live lessons is the only application
to be adopted across the school as part of the online education.

« To ensure this is used safely a number of in-person training sessions will

take place. Guides will be distributed to outline how to use the application
and provide checklists for using the software tools (including suitable
environment, recording etc.).

www.haileybury.kz |7


http://www.haileybury.kz/

Online Education for the Junior School | Safeguarding Guidance

« To ensure the software is not misused by pupils, it has been ensured that
staff create links to Google Meets which the children click to join, pupils
themselves are not able to create new sessions.

» Google Meet was the chosen video-conferencing tool of choice, not only
due its integration with the Google Suite of tools, but because of its
robust security and privacy settings.

www.haileybury.kz |8


http://www.haileybury.kz/
https://cloud.google.com/blog/products/g-suite/how-google-meet-keeps-video-conferences-secure?utm_source=marketo&amp;utm_medium=email&amp;utm_campaign=FY20-Q1-global-newsletter-email-other-IssueXXVIII&amp;utm_content=EDUnewsletter&amp;mkt_tok=eyJpIjoiTUdabE1tSXpOV05pTURjMCIsInQiOiIwZEFpYmRodDVLVmJmbENQaXJMclBneEkrSitVeWd3V3UwOE9cL01xT2s3bXY3MDNyRlNhNlhJMldmUUFvRXk5bVNSMjNKSDJLMUJzTTBDSFNvNTBJQk1jZFF1dWxiV25tM0lzbGNFTzhZOUViU2FuQmZtbFpMaGFOTHREK3VMVUUifQ%3D%3D

Online Education for the Junior School | Safeguarding Guidance

Technological Concerns

Safeguarding risks may arise due to lack of confidence in using specific
technical tools by staff and/or pupils.

Staff and pupils will receive technological support throughout online
education via:

 Production and distribution of digital support materials such as videos and
text guides.

» The content of the media will reflect raised concerns or suggested best
practice.

» Technological support delivered by IT staff
itsupport@haileyburyalmaty.kz.

Staff are enrolled on Google Classroom and pupils and parents have been
provided with the online learning guide.

What safeguarding checks has the school conducted on the Google
Workspace for Education Suite platform?

The school uses the Google Workspace for Education Suite for Education
array of tools for digital instruction.

 This package allows the school retain ownership of any data stored in the
platform but ensures its protection using industry-standard encryption
and storage.
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« The platform is not monetised via advertisements nor the collection
and/or selling of any data of its users.

- This is the case for all the core Google Workspace for Education Suite
applications.

- Data remains fully secured within our HAL Google cloud domain, and
is protected in accordance with European Data Privacy laws (DPA 2018
and GDPR 2018) and the EU-US Privacy Shield regulations.

How does Google Workspace for Education Suite for Education support
the monitoring of the lesson content being delivered to pupils in
response to concerns raised?

» Google Classroom provides a teacher-managed environment for
information sharing and collaborative working.

» Google Meet provides for teacher-controlled meetings and live
monitoring during interactive video or audio conference sessions (live
streaming).

Does Google Workspace for Education Suite for Education allow
teachers to disable microphones and video cameras? What other
safeguarding practices are in place for devices which use audio and
video?

Google Meet is the commended school tool used during online education
that makes use of audio and video hardware.

Staff have the ability in this tool to mute participants in the Meet but
cannot enable audio nor video of participants. Staff must use their school-
moderated Google Workspace for Education Suite for Education account
and the Google Meet application for all video and audio conferencing.
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What firewalls and filtering is in place for staff and pupils during online
education? Does further technological advice need to be shared with
parents?

Typical practices and procedures that require school data can be worked
on remotely without it having to leave the school’s network (either the
internal network or the external Google network).

» The school’s network and internal services are secured behind an industry-
standard firewall.

« The firewall utilises a number of mechanisms to provide web filtering,
anti-malware and anti-hacking protection to our internal services.

» Remote access for staff to the school Management Information System is
protected by a remote access portal on the firewall, which uses 2-Factor
Authentication to strengthen the conventional login process.

» The school’s external Google network is also protected by an entry
gateway to prevent unauthorised access to the school Google domain and
resources.

Are staff using their own equipment (such as laptops) or is the school
providing some or all necessary equipment.

The school provides teaching staff with a laptop for instruction in class and
during online education.

What safeguarding arrangements are in place for the use of online
resources?

Staff are encouraged to make use of the vetted educational tools the
school subscribes to.

o If staff are referencing or linking to other online services or media, they
have been advised to ensure these have been properly checked for
suitability with a degree of professional judgement required (e.g. watching
a full video etc.).
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Communication

How staff, pupils and parents will be informed of all changes and
expectations, including the reporting of concerns and incidents.

Key communications will be distributed via email and ISAMS whilst
working online. Pastoral and/or academic concerns should be passed on to
the Class Teacher of the child, or children, involved in the usual way.

All safeguarding concerns should be logged according to the Safeguarding
policy on My Concern. The Headmaster, Head of Primary and DDSL will
support should there be any issue whilst working online.

The clarity and accessibility of any new contact details and procedures
to update.

ISAMS, the school Management Information System, is updated with any
changes of contact details i.e. telephone numbers or email addresses
if/when advised by parents.

« Staff have access to ISAMS, via a registered device while offsite, with
security checks such as 2-Factor Authentication ensuring the data remains
secure.

Whether, when and how staff may or should contact pupils.

The vast majority of staff contact with pupils should be via the Google
Workspace for Education Suite of tools (e.g. Gmail, Google Classroom,
Google Meet) while using their school-moderated Google Workspace for
Education Suite account.

There may be occasions when it is necessary to talk to an individual pupil
for safeguarding, educational or pastoral reasons. If this is done by video,
then it should be conducted using Google Meet and guidance should be
followed regarding 1-1 calls.
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Whether, when and how pupils may or should contact staff.

Pupils are only permitted to contact staff using the Google Workspace for
Education Suite of tools (e.g. Gmail, Google Classroom, Google Meet)
while using their school-moderated Google Workspace for Education Suite
account.

The reporting of concerns or incidents.

If parents or pupils experience any pastoral or behavioral concerns whilst
working online, they should report directly with their Class Teacher who
will follow up within one working day. As a school we endeavor to resolve
concerns as swiftly as possible.

Arrangements for listening to pupils’ views.

The views of our pupil community are of the utmost importance and very
much drive developments within the Junior School. So that we, as a school,
can continue to listen to the pupils and promptly address any issues or
concerns, Pupil Voice will continue to meet whilst working online and
regularly provide feedback to the Head of Junior School and SLT.
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Live-video Teaching

Key considerations:

The school wishes to make the best use of video-conferencing to support
pupils in Online teaching. Feedback from pupils is that they both enjoy and
desire the environment of the classroom even online. It supports their
learning and through social interactions with teachers and peers and in this
way it helps to support their mental well-being. However, there are
potential pitfalls which have been identified and addressed, namely:

« Synchronous (real-time) timetabling of video teaching may not suit all
pupils and staff:

Pupils and staff who have intermittent / inconsistent internet
connection.

Families with multiple children attempting to use devices concurrently.
Families whose children share a learning space.

The additional screen-time and its associated health effects.

Families may be dealing with illness at home.

Move from active engaged learning to a more passive and consumptive
experience.
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Clarification of behavioral expectations in remote teaching/
conferencing or presentations and reinforcement of appropriate
boundaries.

Expectations on the setting and delivery of online education by staff has
been explicitly outlined in the Guide to Online Education for Pupils and
Parents.

Key safeguarding instructions include:

Staff and pupils are only to use Google Meet for video instruction whilst
logged in using their school account.

- Google Meet has a number of security provisions built-in to the
application and complements the other Google Workspace for
Education Suite programs utilised by the school.

A Google Meet only proceeds if a minimum of two pupils are in
attendance.

Staff and pupils are only to participate in broadcasts when appropriately
dressed (e.g. pyjamas are not permitted).

Staff and pupils are to participate in broadcasts from not private locations
within their home.

Staff and pupils are reminded to be aware of any personal items in the
background of video and any personal ambient audio.

During instruction via video pupils are encouraged to mute their
microphones as per remote conferencing etiquette. Staff are able to mute
pupil devices via Google Meet but are unable to turn audio on.
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What is the purpose for using video-conferencing in remote teaching?
What provisions are in place to ensure it is not exclusionary and
addresses key safeguarding concerns?

The purpose for live-video teaching during online education is to:

Support pupil and teacher engagement.
Support learning outcomes for pupils.
Address concerns around lesson content.

Provide social touch points and interaction.

Move from active engaged learning to a more passive and
consumptive experience.

Video instruction can be used as a consolidation tool or to go through new
concepts with the pupils, in conjunction with their introduction via other
media.

The aim of a live lesson is to promote engaged back-and-forth interaction
with the class.

- The experience should seek to mimic the benefits of pupil-teacher
interaction in a normal class.

Expectations for behaviour

The expectations for academic engagement, effort and behavior that the
school holds its pupils to when at school equally still apply during online
education. Pupils are advised that the acceptable use policies detailed in
the introduction, which outline the school’s expectations on how
technology should be used, and indeed the Junior School Behaviour,
Rewards and Consequences policy remain in effect whilst working online.
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Inappropriate behaviour

« No behaviour that would be inappropriate in class, would be acceptable in
a live online lesson.

+ Etiquette for live teaching — Google Meet lessons, is included in the pupil’s
guide.

Accidental exposure to unsuitable activity

« Staff have been given advice and support in using video- conferencing to
raise awareness of potential safeguarding issues including:

- ensuring appropriate dress of all participants;

- ensuring background and ambient audio is appropriate;

- utilizing the mute button for pupils if behaviour is inappropriate;
- raising safeguarding concerns.

* Pupils have also been given similar advice via the Pupil and Parent Guide
to Online education.

When and how participation in remote teaching should be registered?

Pupils start every timetabled lesson by going to their Google Classroom
and clicking the Google Meet for the subject.
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Personal Data and Data Protection

Does online education involve the sharing of personal data, and if so to
what extent?

Online education utilises the technology the school has already been using
in normal on-site instruction.

« Predominantly the Google Workspace for Education Suite of tools and
some educational subscriptions services.

« If teaching staff identify novel products they wish to utilise during online
Instruction, these will be assessed for suitability per normal vetting
processes.

Staff can communicate via Google Meet (with or without video) using their
school-issued email address.

Does online education raise concerns with data protection regulations
and if so have these been adequately addressed?

The main concern is that with many more staff working online, and
perhaps using personal devices, there is an increased risk of a data breach.

« Technology is in place which allows all staff to access central school
systems securely, and there is no need to store personal data locally on
devices.
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The school prioritises the need to raise awareness of good eSafety

procedures and in the context of online education practices relating to
Data Protection in particular.

» The school has robust e-Safety Policies in place, including Responsible Use
Agreements. Pupils and parents are made aware that the standards

outlined within this document are still in the expected standard in the
event of online education.

o In particular, the sections on taking unauthorised recordings and
acceptable online communication, needs to be highlighted as the school
uses more video conferencing and text-based communication.

www.haileybury.kz | 19


http://www.haileybury.kz/

Online Education for the Junior School | Safeguarding Guidance

Online Behaviour

Do pupils know whom they can contact for help and support, whether
pastoral or academic, as well as how to report any concerns, including
online bullying?

The normal pastoral system is still operational during online education.
* Pupils should raise concerns with their Class Teacher.

« Pupils have been advised of these provisions in the Pupil and Parent
Guides to Online Education.

Do pupils understand what policies apply if they are using computers at
home?

Staff and Pupils have been advised, via the Pupil and Parent Guides to
Online Education and this guide.

Who is responsible for what pupils are doing in lesson time?

Pupils have been given ownership for their learning. This is especially true
in the Junior School where learning tasks are posted via Google Classroom
and it is through this platform that completed work is submitted for
assessment by teaching staff.

Staff will set engaging and curricular-based learning outcomes that match
learning classroom experiences and that support the Google Meet live
streams.

Staff will monitor the completion of work set by pupils and provide
appropriate and constructive feedback.
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Educating future leaders

@ HaileyburyAlmaty @haileybury_almaty

Haileybury is committed to safeguarding and promoting the welfare of children and young people
and expects all staff and those connected to the Schools to share this commitment.
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